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Planning Cluster Deployment 

Accessing Your Cluster through a Web Service 
HPCS 2008 has been designed to operate within enterprise environments where Windows based 

desktops and servers are part of a single (or federated) Active Directory domain. From their Windows 

desktops, users are able to use the graphical and command line tools provided in HPCS 2008 to submit 

and manage their jobs on a remote cluster. However, in some enterprise environments users may use 

non-Windows desktops from which they wish to use HPCS 2008 or have an existing scheduler in place 

that they wish to use to manage their HPC workload across multiple clusters, including HPCS 2008. To 

support these and other cross-platform interoperability scenarios, a web service interface has been 

developed within the job scheduling community to provide secure remote access to HPC clusters 

through their workload managers (job schedulers). Microsoft, in collaboration with customers and other 

jobs scheduling vendors, has been actively involved in the Open Grid Forum to develop the HPC Basic 

Profile Web Service to provide interoperability between different job schedulers and job submission 

clients and to provide the basis for building tools and applications to directly access HPC resources. 

The HPC Basic Profile Web Service uses WS-Security to identify who is submitting, monitoring or 

managing jobs started on the HPCS 2008 cluster. WS-Security provides standard mechanisms to protect 

the integrity, confidentiality and identify the source of a web service message over the network 

(http://msdn2.microsoft.com/en-us/library/ms951273.aspx)  The web service uses the Windows 

Communication Foundation (WCF) to manage the message traffic and security mapping. The installed 

configuration requires that in order to use the web service all users must have an active account on the 

It/{ нллу ƘŜŀŘ ƴƻŘŜΦ ¢ƘŜ ǳǎŜǊΩǎ ŀŎŎƻǳƴǘ ŎǊŜŘŜƴǘƛŀƭǎ ŀǊŜ ǇŀǎǎŜŘ ǎŜŎǳǊŜƭȅ ǘƻ ǘƘŜ ǿŜō ǎŜǊǾƛŎŜ ƻǾŜǊ ŀƴ {{[ 

channel (i.e. using the https protocol) and all jobs are submitted to the cluster as that user. Only 

authenticated users who have an existing account on the headnode will be permitted access to the HPC 

Basic Profile Web Service by WCF. 

The Open Grid Forum and the HPC Basic Profile Web Service 

The Open Grid Forum (OGF ς http://www.ogf.org) is a standards body and community forum that 

represents HPC, Grid and e-Science communities. The HPC Basic Profile specification 

(http://www.ogf.org/documents/GFD.114.pdf) has been developed by the HPC Profile Working Group 

within the OGF to satisfy some of the most common use cases 

(http://www.ogf.org/documents/GFD.100.pdf) in the HPC community. These use cases focus on the the 

submission of computationally intensive jobs to a specific cluster within a users own organization. 

The HPC Basic Profile uses core web service specifications (such as XML, SOAP, WSDL and WS-Security) 

to define a service interface to securely submit, manage and monitor jobs. This service interface is called 

the Basic Execution Service (http://www.ogf.org/documents/GFD.108.pdf) and uses an XML based 

abstraction of a job based upon the Job Submission Description Language 

(http://www.ogf.org/documents/GFD.56.pdf). This has been extended by the HPC Profile Working 

Group to support simple HPC Applications (http://www.ogf.org/documents/GFD.111.pdf). The working 

group is developing extensions to the HPC Basic Profile to support interoperable file staging for HPC 

jobs, retrieving information about a job or a cluster, and integration with enterprise authentication 

http://msdn2.microsoft.com/en-us/library/ms951273.aspx
http://www.ogf.org/
http://www.ogf.org/documents/GFD.114.pdf
http://www.ogf.org/documents/GFD.100.pdf
http://www.ogf.org/documents/GFD.108.pdf
http://www.ogf.org/documents/GFD.56.pdf
http://www.ogf.org/documents/GFD.111.pdf


schemes. Together, these extensions will enable the HPC Basic Profile enabled resources to be 

integrated into cross-platform job schedulers. 

Community Adoption and Support 

There are an increasing number of vendors and open source projects that have adopted the HPC Basic 

Profile specification and its extensions. At the time of writing the following vendors have announced 

plans to release support for the HPC Basic Profile in their products: 

¶ Portable Batch Scheduler (PBS) from Altair 

¶ Load Sharing Facility (LSF) from Platform 

Several open source projects exist that use the HPC Basic Profile: 

¶ GridSAM (http://gridsam.sourceforge.net/) 

¶ BES++ (http:// sourceforge.net/projects/bespp)  

Extensions continue to be developed in response to community needs. More information can be 

obtained from the HPC Profile working group within the OGF ς 

https://forge.gridforum.org/sf/projects/ogsa-hpcp-wg 

Deploying HPCS 2008 Clusters 

Deploying the HPC Basic Profile Web Service 
The HPC Basic Profile Web Service is installed by default on the head node of your HPCS 2008 Cluster, 

however the service is not activated by default. To activate the HPC Basic Profile web service see [HPCBP 

OPERATIONS]. The HPC Basic Profile web service uses a secure transport layer (the https protocol) for all 

communication between the service and the client. It ensures that communication between the client 

and the web service cannot be intercepted or read. One option supported in this implementation is to 

secure the communication with the server by presenting an X.509 public key certificate to the client. The 

client validates the server certificate by using a corresponding Certificate Authority (CA) certificate that 

it has obtained from a trusted source. For certificates issued by your own enterprise or from major 

commercial providers these CA certificates will usually be in place, however other certificates (e.g. self-

signed certificates) can be imported into your local certificate store. If you are not able to obtain a 

ŎŜǊǘƛŦƛŎŀǘŜ ŦǊƻƳ ȅƻǳǊ ŜƴǘŜǊǇǊƛǎŜΩǎ ŎŜǊǘƛŦƛŎŀǘŜ ŀǳǘƘƻǊƛǘȅΣ ŀ ΨǎŜƭŦ-ǎƛƎƴŜŘΩ ŎŜǊǘƛŦƛŎŀǘŜ Ŏŀƴ ōŜ ƎŜƴŜǊŀǘŜŘ using 

Windows Server 2008. 

An element of the trust rule within Windows (other operating systems and client side web service 

environments may have different policies) requires that the name used in the certificate must match the 

fully qualified domain name of the machine that appears to the client to be hosting the service. It is 

therefore necessary to have a certificate that is matched to the machine name that the web service 

ŎƭƛŜƴǘǎ ǿƛƭƭ ōŜ ǳǎƛƴƎ ǘƻ ŎƻƴƴŜŎǘ ǘƻ ǘƘŜ ǿŜō ǎŜǊǾƛŎŜΦ Lƴ Ƴŀƴȅ ŎŀǎŜǎ ǘƘƛǎ ǿƛƭƭ ōŜ ȅƻǳǊ ŎƭǳǎǘŜǊΩǎ ƘŜŀŘ ƴƻŘŜΣ 

ōǳǘ ƛŦ ǘƘŜ ƳŀŎƘƛƴŜ ƛǎ ōŜƘƛƴŘ ŀ ŦƛǊŜǿŀƭƭ ǘƘŜƴ ƛǘ ǿƛƭƭ ōŜ ǘƘŜ ΨǇǳōƭƛŎΩ name that you will have specified in the 

https://forge.gridforum.org/sf/projects/ogsa-hpcp-wg


configuration file [CONFIGURATION SECTION]. The use of the HPC Basic Profile Web Service in a high 

availability installation is unsupported in the current (beta 2) release.  

Securing the Web Service using a self-signed certificate from IIS 

A self-signed certificate can be generated from the IIS Manager on WS 2008. It is assumed in the 

following instructions that these operations are taking place on the clusterΩǎ headnode which will also 

be hosting the HPC Basic Profile Web Service. Although IIS may be activated during its installation in 

order to generate the certificate, it is not used by the HPC Basic Profile Web Service for the operation of 

the web service. Unless explicitly needed for other purposes on the headnode the IIS Web Server should 

be stopped once the certificate has been generated and exported. 

1. Enable the Web Server (IIS) role from the Server Manager panel (Start -> Administrative Tools -> 

Server Manager). 

2. Start the IIS Manager (Start -> Administrative Tools -> Internet Information Services Manager) 

once the role has been enabled. 

3. Highlight the local machine name in the left-ƘŀƴŘ ǇŀƴŜƭ ŀƴŘ ŘƻǳōƭŜ ŎƭƛŎƪ ƻƴ ǘƘŜ Ψ{ŜǊǾŜǊ 

/ŜǊǘƛŦƛŎŀǘŜǎΩ ƛŎƻƴ ƛƴ ǘƘŜ ŎŜƴǘǊŜ ǇŀƴŜƭΦ 

4. /ƭƛŎƪ ƻƴ ǘƘŜ Ψ/ǊŜŀǘŜ {ŜƭŦ {ƛƎƴŜŘ /ŜǊǘƛŦƛŎŀǘŜΩ ƭƛnk in the right-hand panel. 

5. Complete the wizard providing a friendly name for the certificate. 

The public component of the X.509 certificate needs to be exported from the server so that it can be 

made available to the web service clients that will be connecting to the web service so that it can be 

used to establish the trust chain between the client and the server.  

6. Export the public certificate by highlighting the certificate in the central panel and clicking on 

Ψ±ƛŜǿΩ ƛƴ ǘƘŜ ǊƛƎƘǘ-hand panel. 

7. Lƴ ǘƘŜ Ψ/ŜǊǘƛŦƛŎŀǘŜΩ ǿƛƴŘƻǿΣ ǎŜƭŜŎǘ ǘƘŜ Ψ5ŜǘŀƛƭǎΩ ǘŀō ŀƴŘ ǘƘŜ Ψ/ƻǇȅ ǘƻ CƛƭŜΩ ōǳǘǘƻƴΦ  

8. /ƻƳǇƭŜǘŜ ǘƘŜ Ψ/ŜǊǘƛŦƛŎŀǘŜ 9ȄǇƻǊǘΩ ǿƛȊŀǊŘΣ ǎŜƭŜŎǘƛƴƎ ƻǇǘƛƻƴǎ ǘƻ ŜȄǇƻǊǘ ǘƘŜ ǇǊƛǾŀǘŜ ƪŜȅ ŀƴŘ ǘƻ ȅƻǳ 

use DER encoding. 

At the moment this self-signed certificate only exists within the IIS context but has not yet been 

associated with a particular port and protocol. This is achieved from within the IIS Manager by: 

9. 9ȄǇŀƴŘƛƴƎ ǘƘŜ ƳŀŎƘƛƴŜ ŜƴǘǊȅ ƛƴ ǘƘŜ ƭŜŦǘ ƘŀƴŘ ǇŀƴŜƭ ŀƴŘ ƘƛƎƘƭƛƎƘǘ ǘƘŜ Ψ{ƛǘŜǎΩ ŜƴǘǊȅΦ Lƴ ǘƘŜ ŎŜƴǘǊŜ 

ǇŀƴŜƭ ǎŜƭŜŎǘ ǘƘŜ Ψ5ŜŦŀǳƭǘ ²Ŝō {ƛǘŜΩ ŀƴŘ ŎƭƛŎƪ ƻƴ ǘƘŜ Ψ.ƛƴŘƛƴƎǎΩ ŜƴǘǊȅ ƛƴ ǘƘŜ ǊƛƎƘǘ-hand panel. This 

provides a dialogue box listing the protocols for this web site. 

10. /ƭƛŎƪ ƻƴ ǘƘŜ Ψ!ŘŘΩ ōǳǘǘƻƴΣ ǎŜƭŜŎǘ ǘƘŜ ΨƘǘǘǇǎΩ ǇǊƻǘƻŎƻƭ ŀƴŘ ǘƘŜ ŦǊƛŜƴŘƭȅ ƴŀƳŜ ƻŦ ǘƘŜ ŎŜǊǘƛŦƛŎŀǘŜΦ LŦ 

you plan to operate the web service on a port other than 443 (the standard for the https 

ǇǊƻǘƻŎƻƭύ ǇǊƻǾƛŘŜ ǘƘŜ ƴŜǿ ǇƻǊǘ ƴǳƳōŜǊΦ /ƻƳǇƭŜǘŜ ǘƘŜ ŘƛŀƭƻƎǳŜ ōƻȄ ōȅ ǎŜƭŜŎǘƛƴƎ ΨhYΩΦ 

11. /ƻƳǇƭŜǘŜ ǘƘŜ Ψ{ƛǘŜ .ƛƴŘƛƴƎǎΩ ŘƛŀƭƻƎ ōƻȄ ōȅ ǎŜƭŜŎǘƛƴƎ Ψ/ƭƻǎŜΩΦ 

12. The binding between the certificate and the port can be verified through a command shell 

ǿƛƴŘƻǿΦ ¢ȅǇƛƴƎ ΨƴŜǘǎƘ ƘǘǘǇ ǎƘƻǿ ǎǎƭŎŜǊǘΩ ǿƛƭƭ ǇǊƻǾƛŘŜ ƛƴŦƻǊƳŀǘƛƻƴ ŀōƻǳǘ ǘƘŜ ǇƻǊǘΣ ǘƘŜ ŀƭƭƻǿŜŘ Lt 

range (0.0.0.0 corresponds to all network addresses) and the certificate that it is bound to. 



Finally, ensure that the web server is not running by highlighting the machine name in the left-hand 

ǇŀƴŜƭ ŀƴŘ ǎŜƭŜŎǘƛƴƎ Ψ{ǘƻǇΩ ƛƴ ǘƘŜ ǊƛƎƘǘ-hand panel. 

Securing the Web Service using a certificate from a Certificate Authority 

Many enterprises will use X.509 based certificates as a means of securing the identities of machines and 

people within their organizations. These certificates will be provided by an internal certificate authority 

or from an established external service. 

A certificate can be imported into the IIS Manager to set up an https connection: 

1. Enable the Web Server (IIS) role from the Server Manager panel (Start -> Administrative Tools -> 

Server Manager). 

2. Start the IIS Manager (Start -> Administrative Tools -> Internet Information Services Manager) 

once the role has been enabled. 

3. Highlight the local machine name in the left-ƘŀƴŘ ǇŀƴŜƭ ŀƴŘ ŘƻǳōƭŜ ŎƭƛŎƪ ƻƴ ǘƘŜ Ψ{ŜǊǾŜǊ 

/ŜǊǘƛŦƛŎŀǘŜǎΩ ƛŎƻƴ ƛƴ ǘƘŜ ŎŜƴǘǊŜ ǇŀƴŜƭΦ 

4. /ƭƛŎƪ ƻƴ ǘƘŜ ΨLƳǇƻǊǘΩ ƭƛƴƪ ƛƴ ǘƘŜ ǊƛƎƘǘ-hand panel. 

5. /ƻƳǇƭŜǘŜ ǘƘŜ ΨLƳǇƻǊǘ /ŜǊǘƛŦƛŎŀǘŜΩ ǿƛƴŘƻǿ ōȅ ǎǇŜŎƛŦȅƛƴƎ ǘƘe certificate file location and the 

password used to secure the private key in the certificate file. 

Unless you have a copy of just the public X.509 certificate you should follow steps 6-8 to export the 

public X.509 certificate. The certificate that you have just imported must have both a public certificate 

and a private key pair. Follow steps 9-12 to complete the binding of the certificate to the https protocol 

and port.  

Securing the Web Service using a certificate from Active Directory 

If your server machine has been joined to an Active Directory domain (a common deployment scenario) 

then there will be an X.509 certificate available in local computerΩs certificate store available for use. 

The advantage of using this certificate to identify the web service over https to the connecting client is 

that if the connecting client has also been joined to the same Active Directory domain then the 

necessary trust rules for this certificate will have already been established. 

Configuring the HPC Basic Profile Web Service 

The HPC Basic Profile Web Service uses the WCF (Windows Communication Foundation) framework to 

deliver its web service hosting environment [REF to WCF]. WCF provides a comprehensive logging and 

configuration framework which can be used to monitor the HPC Basic Profile Web Service. 

By default the configuration assumes the web service: 

¶ will operate on port 443 (the default port number for network traffic using the https protocol)  

¶ ƛǎ ŜȄǘŜǊƴŀƭƭȅ ŀŎŎŜǎǎƛōƭŜ ǘƘǊƻǳƎƘ ǘƘŜ ƭƻŎŀƭ ƳŀŎƘƛƴŜΩǎ Ŧǳƭƭȅ ǉǳŀƭƛŦƛŜŘ ŘƻƳŀƛƴ ƴŀƳŜ όCv5bύ 

If you wish to operate the web service on a different port number and/or for the machine to be 

accessible from an external network through a FQDN that is not the machines, for instance if your head 

node is behind a firewall, then the configuration file will need to be altered. 



In the following example the HPC Basic Profile web service is running on the head node 

(headnode.hpc.name.org) on the standard port 443. A firewall is in place with a translation rule that 

maps the IP address and port corresponding to hpcbp.name.org:8443 to the HPC Basic Profile web 

service. The HPC Basic Profile web service configuration file on the head node would need to have the 

ΨōŀǎŜŀŘŘǊŜǎǎΩ ǎŜǘ ǘƻ ΨƘǇŎōǇΦƴŀƳŜΦƻǊƎΥуппоΩ ŦƻǊ ŎƭƛŜƴǘǎ ǘƻ ōŜ ŀōƭŜ ǘƻ ǳǎŜ ǘƘŜ ǊŜǘǳǊƴŜŘ ƳŜǎǎŀƎŜǎ ǘƻ 

contact the web server.  

Outside the Firewall Inside the Firewall

FQDN: headnode.hpc.name.org
Service: localhost:443
Baseaddress: hpcbp.name.org:8443

URL: hpcbp.name.org:8443

Web Service
Client

FQDN: headnode.hpc.name.org
Service: localhost:443

URL: headnode.hpc.name.org

Cluster
Head Node

 

The configuration file is located in {HPCS2008}\bin\HPCBasicProfile.exe.config. Use a text editor to alter 

the section at the top of the file to read: 

<appSettings>  

   <add key=" baseAddress " value="https://hpcbp.name.org:8443/HPCBasicProfile" />  

</appSettings>  

Replace the machine name (hpcbp.name.org) and the port number (8443) with the machine and port 

that you will be using. This will ensure that clients are told that the web service is operating on port 

уппо ŀƴŘ Ƙŀǎ ŀƴ ŜȄǘŜǊƴŀƭ ƴŜǘǿƻǊƪ ƴŀƳŜ ƻŦ άƘǇŎōǇΦƴŀƳŜΦƻǊƎέ. ¢ƘŜ ǇǊƻǘƻŎƻƭ Ƴǳǎǘ ǊŜƳŀƛƴ άƘǘǘǇǎέΦ ¢Ƙƛǎ ƛǎ 

the URL that should be given to web service clients wishing to contact the HPC Basic Profile Web Service. 

The configuration file has some additional configuration options. The default values of these parameters 

are shown below: 

<appSettings>  

   <add key= òmaxNumberOfActivitiesToReturn"  value= ò512ò />  

   <add key= òmaxNumberOfNodesToRetu rn"  value= ò512ò />  

   <add  key= òclusterName"  value= òlocalhost ò />  

   <add key= "fileStagerExe"  value= " {CCP_HOME}\ bin \ HpcBasicProfileFileStager.exe"  />  

   <add key= òftpsTrustedDNs"  value= òò />              

</appSettings>  

 

These parameters perform the following function: 

¶ maxNumberOfActivitiesToReturn : The GetFactoryAttributesDocument operation will return 

details of all the tasks that have run on the HPCS 2008 cluster. The HPC Basic Profile 

specification defines a ΨBasicFilterΩ element that specifies if activities should be returned. The 



total number of activities returned by this operation is controlled by this parameter. The specific 

activities that are actually returned by this operation can be further specified by the 

ΨAdvancedFilterΩ specification, currently a draft specification from the OGFΩs HPC Profile Working 

Group. 

 

¶ maxNumberOfNodesToReturn : The GetFactoryAttributesDocument operation will return details 

of all the compute nodes within the HPCS 2008 cluster. The HPC Basic Profile specification 

defines a ΨBasicFilterΩ element that specifies if node details should be returned. The total 

number of nodes returned by this operation is controlled by this parameter. The 

ΨAdvancedFilterΩ specification defines a ΨDynamicNodeΩ element which provides further details 

relating to the compute nodeΩs configuration and running tasks. 

 

¶ clusterName : This is the name of the computer hosting the HPCS 2008 scheduler, i.e. the head 

node. The default deployment of the HPC Basic Profile Web Service in the HPCS 2008 Pack is on 

the head node, so by default the value of the parameter is ΨlocalhostΩ. 

 

¶ fileStagerExe : When file staging tasks are specified in the JSDL document submitted to the HPC 

Basic Profile Web Service, a sequence of dependent tasks are generated within the job defining 

the individual files that need to be staged in, the execution of the application, the staging out of 

any specified files, and then the deletion of any specified files. 

Application
Task

Staging
In Tasks

Deletion
Tasks

Staging
Out Tasks

Start End Start End
 

The file staging tasks are undertaken by an executable specified by this parameter in the 

configuration file. This allows the cluster administrator to specify an absolute path to an 

alternative file staging executable that supports protocols not supported by default within HPCS 

2008. Sample code relating to the file staging executable is provided in the HPC Pack SDK. 

¶ ftpsTrustedDNs : The file staging executable provided within HPCS 2008 uses ftp over SSL to 

interact with remote services. The cluster administrator can define which certificates provide by 

the remote ftp server are acceptable. The space separated list of acceptable certificateΩs 

distinguished names should be provided in this parameter. For example, to restrict the 

acceptable certificates to those issued to Ψmicrosoft.comΩ and any ΨeduΩ domain specify: 

   <add key =òftpsTrustedDNs"  value= òmicrosoft.com edu ò />  

             

If no values are specified than any remote server will be acceptable. 



Managing HPC 2008 Compute Clusters 

Operating the HPC Basic Profile Web Service 

Commissioning the HPC Basic Profile Web Service 

The HPC Basic Profile Web Service can be configured and activated by using the provided PowerShell 

script {HPCS2008}\bin\hpcbpws.ps1 . The script can be used to: 

¶ Set the externally addressable network address of the HPCBP Web Service 

¶ Specify the port number that the HPCBP Web Service is listening on 

¶ Select the certificate to be used with the https protocol 

¶ Start the HPCBP Web Service and configure it to restart if the machine is rebooted 

¶ Provide an exception in the local firewall for external access to the HPCBP Web Service 

To run the script open a PowerShell console (Start-> Program -> Microsoft HPC Pack -> HPC PowerShell) 

as Administrator. To install the HPCBP Web Service using the current host name and on the default port 

run the script {HPCS2008}\bin\hpcbpws.ps1 as: 

ü hpcbpws.ps1 install 

If you wish to install the HPCBP Web Service on a different port or when the web service will be 

accessed through a host name that is not the local machineΩs name, specify the URL that you will be 

using to expose the web service: 

ü hpcbpws.ps1 install https://hpbbp.name.org:8443/HPCBasicProfile 

In both cases you will be prompted to select the certificate that will be used to identify the service using 

the https protocol from the list of certificates that currently exist in the certificate store. If the required 

certificate is not available or there are no certificates available, see the documentation elsewhere in this 

section to load a self-signed or externally provided certificate into the local machineΩs certificate store. 

Decommissioning the HPC Basic Profile Web Service 

The changes made to the head node to commission the HPC Basic Profile Web Service can be removed 

by using the {HPCS2008}\bin\hpcbpws.ps1 script in its uninstall mode. This script will: 

¶ Stop the HPCBP Web Service and not start the service if the machine is rebooted 

¶ Remove the local firewall exception providing access to the HPCBP Web Service 

¶ Offer to remove the previously installed https certificate binding  

The script ({HPCS2008}\bin\hpcbpws.ps1) needs to be run in a PowerShell console with Administrator 

rights by: 

ü hpcbpws.ps1 uninstall 

 



Starting the HPC Basic Profile Web Service 

Having logged on to the head node as a user with Administrative privileges you can start the HPC Basic 

Profile Web Service by: 

From the command line: 

ü net start HPCBasicProfile 

The service can be made to automatically start when the machine is started by: 

ü sc config HPCBasicProfile start= auto 

From the Services tool (Start -> Administrative Tools -Ҕ {ŜǊǾƛŎŜǎύ ƘƛƎƘƭƛƎƘǘ ǘƘŜ ΨaƛŎǊƻǎƻŦǘ It/ .ŀǎƛŎ 

Profile ²Ŝō {ŜǊǾƛŎŜΩ ǎŜǊǾƛŎŜΦ LŦ ǘƘŜ ǎŜǊǾƛŎŜ ƛǎ ƴƻǘ ŎǳǊǊŜƴǘƭȅ ǊǳƴƴƛƴƎ ƛǘ Ŏŀƴ ōŜ ǎǘŀǊǘŜŘ ōȅ ǊƛƎƘǘ ŎƭƛŎƪƛƴƎ ƻƴ 

ǘƘŜ ŜƴǘǊȅ ŀƴŘ ǎŜƭŜŎǘƛƴƎ Ψ{ǘŀǊǘΩ ƻǊ ōȅ ŎƭƛŎƪƛƴƎ ǘƘŜ Ψ{ǘŀǊǘΩ ƭƛƴƪ ƻƴ ǘƘŜ ǘƻǇ ƭŜŦǘ ƘŀƴŘ ǇƻǊǘƛƻƴ ƻŦ ǘƘŜ ǿƛƴŘƻǿΦ 

To ensure that the service is started when the ƳŀŎƘƛƴŜ ƛǎ ǊŜǎǘŀǊǘŜŘΣ ƘƛƎƘƭƛƎƘǘ ǘƘŜ ΨaƛŎǊƻǎƻŦǘ It/ .ŀǎƛŎ 

tǊƻŦƛƭŜ ²Ŝō {ŜǊǾƛŎŜΩ ƛƴ ǘƘŜ {ŜǊǾƛŎŜǎ ǘƻƻƭ ŀƴŘ ǊƛƎƘǘ-click on the entry. Select ǘƘŜ ΨtǊƻǇŜǊǘƛŜǎΩ Ƴenu item 

ŀƴŘ ŀƭǘŜǊ ǘƘŜ Ψ{ǘŀǊǘǳǇ ¢ȅǇŜΩ ǘƻ Ψ!ǳǘƻƳŀǘƛŎΩ ƛƴ ǘƘŜ ŘƛŀƭƻƎ ōƻȄ ŀƴŘ ŎƭƛŎƪ hY ǘƻ ŎƭƻǎŜ ǘƘŜ ǿƛƴŘƻw. 

Stopping the HPC Basic Profile Web Service 

Having logged on to the head node as a user with Administrative privileges you can stop the HPC Basic 

Profile Web Service by: 

From the command line: 

ü net stop HPCBasicProfile 

The service can be made to never start when the machine is started by: 

ü sc config HPCBasicProfile start= disabled 

From the Services tool (Start -> Administrative Tools -Ҕ {ŜǊǾƛŎŜǎύ ƘƛƎƘƭƛƎƘǘ ǘƘŜ ΨaƛŎǊƻǎƻŦǘ It/ .ŀǎƛŎ 

tǊƻŦƛƭŜ ²Ŝō {ŜǊǾƛŎŜΩ ǎŜǊǾƛŎŜΦ LŦ ǘƘŜ ǎŜǊǾƛŎŜ ƛǎ ǊǳƴƴƛƴƎ ƛǘ Ŏŀƴ ōŜ ǎǘƻǇǇŜŘ (or restarted) by right clicking on 

ǘƘŜ ŜƴǘǊȅ ŀƴŘ ǎŜƭŜŎǘƛƴƎ Ψ{ǘƻǇΩόƻǊ ΨwŜǎǘŀǊǘΩ ƻǇǘƛƻƴύ ƻǊ ōȅ ŎƭƛŎƪƛƴƎ ǘƘŜ Ψ{ǘƻǇΩ όƻǊ ΨwŜǎǘŀǊǘΩύ ƭƛƴƪ ƻƴ ǘƘŜ ǘƻǇ 

left-hand portion of the window. ¢ƻ ŜƴǎǳǊŜ ǘƘŀǘ ǘƘŜ ǎŜǊǾƛŎŜ ƛǎ ƴŜǾŜǊ ǎǘŀǊǘŜŘΣ ƘƛƎƘƭƛƎƘǘ ǘƘŜ ΨaƛŎǊƻǎƻŦǘ 

HPC BasiŎ tǊƻŦƛƭŜ ²Ŝō {ŜǊǾƛŎŜΩ ƛƴ ǘƘŜ {ŜǊǾƛŎŜǎ ǘƻƻƭ ŀƴŘ ǊƛƎƘǘ-ŎƭƛŎƪ ƻƴ ǘƘŜ ŜƴǘǊȅΦ {ŜƭŜŎǘ ǘƘŜ ΨtǊƻǇŜǊǘƛŜǎΩ 

ƳŜƴǳ ƛǘŜƳ ŀƴŘ ŀƭǘŜǊ ǘƘŜ Ψ{ǘŀǊǘǳǇ ¢ȅǇŜΩ ǘƻ Ψ5ƛǎŀōƭŜŘΩ ƛƴ ǘƘŜ ŘƛŀƭƻƎ ōƻȄ ŀƴŘ ŎƭƛŎƪ hY ǘƻ ŎƭƻǎŜ ǘƘŜ ǿƛƴŘƻǿΦ 

Monitoring HPC 2008 Compute Clusters 

Monitoring the HPC Basic Profile Web Service 
The HPC Basic Profile Web Service relies on the HPCS 2008 Job Scheduler to submit and manage the jobs 

sent to the web service and the WCF (Windows Communication Framework) to process the incoming 

and outgoing messages between the clients and the web service. There are therefore three sources of 



information that may need to be examined when understanding activity within the HPC Basic Profile 

Web Service: 

¶ Logging information from the incoming and outgoing message traffic going to the Web Service. 

¶ Logging within the Web Service as it interacts with the HPCS 2008 Job Scheduler. 

¶ Logging with the HPCS 2008 Job Scheduler. 

Logging within the Job Scheduler is covered elsewhere in this guide. Logging from within the Web 

Service and the WCF framework will be covered in the following sections. 

Data from the HPC Basic Profile Web Service and the WCF framework are both recorded in a text based 

·a[ ŦƻǊƳŀǘ ǘƘŀǘ Ŏŀƴ ōŜ ōǊƻǿǎŜŘ ǳǎƛƴƎ ǘƘŜ Ψ{ŜǊǾƛŎŜ ¢ǊŀŎŜ ±ƛŜǿŜǊΩ (http://msdn2.microsoft.com/en-

us/library/ms732023.aspx) that is part of the .NET 3.0 (and later) redistributable package 

(http://go.microsoft.com/?linkid=7755937). Alternatively, any text file editor could be used to view the 

messages. 

Logging from the HPC Basic Profile Web Service 

The HPC Basic Profile Web Service implementation logs activity within the service as it processes the 

incoming message traffic and communicates with the HPCS 2008 cluster. Logging takes place at three 

levels: 

¶ Error: Faults generated by processing the message or contacting the job scheduler. 

¶ Information: Messages relating to activity in processing the web service operations. 

¶ Trace: Recording the entry and exit from the web service operations. 

Messages from the HPC Basic Profile Web Service are recorded in a logging file alongside other HPCS 

2008 logs. The location of the log file and the current logging level are determined by the values under 

the registry key settings (HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\HPC) for LogfileDir 

(default:{HPCS2008}\Data\LogFiles\ ) and TraceLevel (default: 1). The logging file location is generally set 

on installation while the trace level setting can be altered through the Admin Console by selecting the 

Job Scheduler Configuration item in the Options menu, navigating to the Error Handling tab in the pop-

up window and selecting the required ΨError Log LevelΩ before clicking on OK. The HPC Basic Profile Web 

Service will place the logging data in a file called HPCBasicProfile.svclog in the specified directory. 

The logging level can be altered by changing the value of the TraceLevel registry key. This registry key is 

used throughout the HPCS 2008 services [LINK]. Changes in the TraceLevel setting are picked up on the 

next web service invocation: 

¶ Level 0: No logging 

¶ Level 1: Logging of Error messages 

¶ Level 3: Logging of Error & Information messages 

¶ Level 4: Logging  of all Error, Information and Trace messages 

http://msdn2.microsoft.com/en-us/library/ms732023.aspx
http://msdn2.microsoft.com/en-us/library/ms732023.aspx
http://go.microsoft.com/?linkid=7755937


Logging from the WCF Hosting Environment 

The logging relating to the web service message traffic is independent of the logging controls used in 

HPCS 2008. The WCF logging is specified in the following XML element in the web service configuration 

file (default location - {HPCS2008}\bin\HPCBasicProfile.exe.config) and is commented out by default: 

<diagnost ics>  

  <messageLogging logEntireMessage="true" logMalformedMessages="false"  

          logMessagesAtServiceLevel="false" logMessagesAtTransportLevel="true" />  

</diagnostics>  

Uncommenting this block will enable all message traffic to be logged into the file specified later in the 

XML fileΦ {ŜǘǘƛƴƎ ŀƭƭ ƻŦ ǘƘŜǎŜ ŀǘǘǊƛōǳǘŜǎ ǘƻ ΨŦŀƭǎŜΩ will turn off the message logging. 

Any errors generated by the WCF framework will be recorded in the file specified by the XML element in 

the configuration file: 

<sharedListeners>  

  <add name="logging"  

          type="System.Diagnostics.XmlWriterTraceListener"  

          initializeData="HPCBasicProfileWCF.svclog" />  

</sharedListeners>  

By default this will be placed in the {HPCS2008}\bin directory. The location of the output file can be 

changed by altering the value of the intializeData attribute. 

Using the HPC 2008 Job Scheduler 

Accessing the Job Scheduler through a Web Service 
Normally, before a web service client can establish a secure connection (using the https protocol) with a 

web service it needs to know that it can trust the certificate being presented by the web service to the 

client. Establishing the trust mechanism will vary between operating systems and even between 

different hosting environments. These notes establish the trust relationship between using the Windows 

Communication Foundation (WCF) based client distributed in the SDK running on a Windows Vista 

operating system. 

Further information on developing your own web service clients and sample code will be provided in the 

HPC Pack SDK due in Beta 2. 


