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Planning Cluster Deployment

Accessing Your Cluster through a Web Service

HPCS 2008 has been designed to operate within enterprise environments where Windows based
desktops and servers are part of a single (or federated) Active Directory domain. From their Windows
desktops, users are able to use the graphand command line tools provided in HPCS 2008 to submit
and manage their jobs on a remote cluster. However, in some enterprise environments users may use
non-Windows desktops from which they wish to use HPCS 2008 or have an existing scheduler in place
that they wish to use to manage their HPC workload across multiple clusters, including HPCS 2008. To
support these and other crogdatform interoperability scenarios, a web service interface has been
developed within the job scheduling community to provelzure remote access to HPC clusters

through their workload managers (job schedulers). Microsoft, in collaboration with customers and other
jobs scheduling vendors, has been actively involved in the Open Grid Forum to develop the HPC Basic
Profile Web Seiige to provide interoperability between different job schedulers and job submission
clients and to provide the basis for building tools and applications to directly access HPC resources.

The HPC Basic Profile Web Service useS&egrity to identify who isubmitting, monitoring or

managing jobs started on the HPCS 2008 clugi&Security provides standard mechanisms to protect

the integrity, confidentiality and identify the source of a web service message over the network
(http://msdn2.microsoft.com/enus/library/ms951273.aspxThe web service uses the Windows

Communication Foundation (WCF) to manage the message traffic and security mapping. The installed
configuration requires that iorder to use the web service all users must have an active account on the
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channel (i.e. using the https protocol) and all jobs are submitted to thearlastthat userOnly

authenticated users who have an existing account on the headnode will be permitted access to the HPC
Basic Profile Web Service by WCF.

The Open Grid Forum and the HPC Basic Profile Web Service

The Open Grid Forum (OGHttp://www.ogf.org) is a standards body and community forum that
represents HPC, Grid aneBeience communities. The HPC Basic Profile specification
(http://www.ogf.org/documents/GFD.114.piihas been developed by the HPC Profile Working Group
within the OGF to satisfy some of the most common use cases
(http://www.ogf.org/documents/GFD.100.pdlin the HPC communitifhese use cases focus on te
submission of computationally intensive jobs to a specific cluster within a users own organization.

The HPC Basic Profile uses core web service specifications (such as XML, SOAP, WSBrcanty)VS

to define a service intéace to securely submit, manage and monitor jobs. This service interface is called
the Basic Execution Servidgtp://www.ogf.org/documents/GFD.108.pjlland uses an XML based
abstraction of a job basl upon the Job Submission Description Language
(http://www.ogf.org/documents/GFD.56.pJif This has been extended by the HPC Profile Working

Group to support simple HPC Applicationgg://www.ogf.org/documents/GFD.111.pjif The working

group is developing extensions to the HPC Basic Profile to support interoperable file staging for HPC
jobs, retrieving information about a job or a cluster, and gregion with enterprise authentication
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schemes. Together, these extensions will enable the HPC Basic Profile enabled resources to be
integrated into crosgplatform job schedulers.

Community Adoption and Support

There are an increasing number of vendors apdn source projects that have adopted the HPC Basic
Profile specification and its extensions. At the time of writing the following vendors have announced
plans to release support for the HPC Basic Profile in their products:

9 Portable Batch Scheduler (PB®)n Altair
1 Load Sharing Facility (LSF) from Platform

Several open source projects exist that use the HPC Basic Profile:

1 GridSAMhttp://gridsam.sourceforge.nety
1 BES+(http:// sourceforgenet/projects/bespp)

Extensions continue to be developed in respemo community needs. More information can be
obtained from the HPC Profile working group within the QGF
https://forge.gridforum.org/sf/projects/ogsehpcpwg

Deploying HPCS 2008 Clusters

Deploying the HPC Basic Profile Web Service

The HPC Basic Profile Web Service is installed by default on the head node of your HPCS 2008 Cluster,
however the service is not activated by default. To activate the HPC Basic Profile web senttfeCGRe [
OPERATIONSThe HPC Basic Profile web service uses a secure transport layer (the https protocol) for all
communication between the service and the clidhensures that communication between the client

and the web service cannot be intercepted or re@theoption supported in this implementation is to

secure the communication with the server by presenting an X.509 public key certificate to the client. The
client validates the server certificate by using a corresponding Certificate Authority (CA) cettifatate

it has obtained from #&rusted source. For certificageissued by your own enterprise or from major
commercial providers these CA certificates will usually be in place, however other certificates (e.g. self
signed certificates) can be imported intowr local certificate store. If you are not able to obtain a
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Windows Server 2008.

An element of the trust rule within Windows (other operating gyst and client side web service

environments may have different policies) requires that the name used in the certificate must match the

fully qualified domain name of the machine that appears to the client to be hosting the service. It is

therefore necessy to have a certificate that is matched to the machine name that the web service
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configuration file [CONFIGURATION SECTT@&llse of the HPC Basic Profile Web Service in a high
availability installation is unsupported in the currdbeta 2)release.

Securing the Web Service using a self-signed certificate from I1S

A seltsigned certificate can be generated from the IIS Manager on WS 2008. It is asauimed
following instructionghat these operations are taking place on the clu&&eadnodewhich will also

be hosting the HPC Basic RiWWeb ServiceAlthough 11S may be activated during its installation in
order to generate the certificate, it is not used by the HPC Basic Profilé&Séfelze for theperationof
the web serviceUnless explicitly needed for other purposes on the headnibe 11S Web Server should
be stopped once the certificate has been generated and exported

1. Enable the Web Server (IIS) role from the Server Manager panel{Sfediministrative Tools>
Server Manager).
2. Start the IS Manager (Stakt AdministrativeTools-> Internet Information Services Manager)
once the role has been enabled.
3. Highlight the local machine name inthe kftt y R LJt y St I yR R2dzot S Of A O
/| SNIAFAOIGSEaQ A02y Ay (GKS OSYyidNB LI ySto
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5. Complete the wizard providing a friendly name for the certificate.

The public component of the X.509 certificate needs to be exported from the server so that it can be
made available to the web service clients that will be cantimg to the web service so that it can be
used to establish the trust chain between the client and the server.

6. Export the public certificate by highlighting the certificate in the central panel and clicking on
W+ ASHQ Ahgndpaked NA IKG
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use DER encoding.

At the moment this seifigned certificate only exists within thkSlcontext but has not yet been
associated with a particular port and protocol. This is achieved from within the [IS Manager by:
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provides a dialogue box listing the protocols for this web site.
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you plan to operatehe web service on a port other than 443 (the standard for the https
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12. The binding between the certificate anle port can be verified through a command shell
GAYR26® ¢@LAY3A WySitakK KJIGL) aK2g aaf OSNIQ o6Aff
range (0.0.0.0 corresponds to all network addresses) and the certificate that it is bound to.



Finally, ensurehat the web server is not running by highlighting the machine name in thédefd
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Securing the Web Service using a certificate from a Certificate Authority

Many enterprises will use X.509 based cesifés as a means of securing the identities of machines and
people within their organizations. These certificates will be provided by an internal certificate authority
or from an established external service.

A certificate can be imported into the IS Maeatp set up an https connection:

1. Enable the Web Server (IIS) role from the Server Manager panel{Sfediministrative Tools>
Server Manager).
2. Start the IS Manager (Start Administrative Tools> Internet Information Services Manager)
once the rolehas been enabled.
3. Highlight the local machine name inthe kftk y R LJI y St T yR R2dzot S Of A O
/| SNIAFAOIGSEaQ A02y Ay (GKS OSYyidNB LI ySto
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password used to secure the private key in the certificate file.

Unless you have a copy of just the public X.509 certificate you should follow sBejaseport the

public X.509 certificate. The certificate that yowhaust imported must have both a public certificate
and a private key pair. Follow step4.2 to complete the binding of the certificate to the https protocol
and port.

Securing the Web Service using a certificate from Active Directory

If your server machine has been joined to an Active Directory domain (a common deployment scenario)
then there will be an X.509 cdiitiate availablein localcomputer@ certificate store available for use.

The advantage of using this certificate to identify the web service over https toaieecting client is

that if the connecting clienthas aso been joinedto the sameActive Directory domain thetine

necessary trust rules for this certificate will have already been established.

Configuring the HPC Basic Profile Web Service

The HPC Basic Profile Web Servics tleeWCF (Windows Communication Foundation) framework to
deliver its web service hosting environment [REF to WCF]. WCF provides a comprehensive logging and
configuration framework which can be used to monitor the HPC Basic Profile Web Service.

By defaultthe configuration assumes the web service:

1 will operate on port 443 (the default port number for network traffic using the https protocol)
T A4 SEGSNylLrtte | O00SaaaotsS GKNRIdAK GKS 20t YIC

If you wish to operate the &b service on a different port number and/or for the machine to be
accessible from an external network through a FQDN that is not the machines, for instance if your head
node is behind a firewall, then the configuration file will need to be altered.



In thefollowing example the HPC Basic Profile web service is running on the head node
(headnode.hpc.name.org) on the standard port 443. A firewall is in place with a translation rule that

maps the IP address and port corresponding to hpcbp.name.org:8443 tdRkeBasic Profile web

service. The HPC Basic Profile web service configuration file on the head node would need to have the

Wol AaSFRRNB&aaQ aSia G2 WKLIOOLIPYlF YSP2NHAYynnoQ F2NJ Of
contact the web server.

Outsidethe Firewall Insidethe Firewall

URL: hpcbp.name.org:8443 URL: headnode.hpc.name.org

Cluster FET
Head Node E

FQDN: headnode.hpc.name.org FQDN: headnode.hpc.name.org
Service: localhost:443 Service: localhost:443
Baseaddresshpcbp.name.org:8443

Web Service
Client

"Rl

The configuration file is located in {HPCS20@i8}HPCBasicProfile.exe.configsea text editorto alter
the section at the top of the filto read

<appSettings>
<add key=" baseAddress " value="https://hpcbp.name.org:8443/HPCBasicProfile" />
</appSettings>

Replacethe machine name (hpcbp.name.org) and the port number (8443) with the machine and port

that you will be usingThis will ensure that clients are told thifite web services operatingon port

ynno FyR KF& Iy SEGSNYLIt yeSKiS 2lNNE (y2 OS5t 2YFdz3aiK LGOS YLBdyy
the URL that should be given to web service clients wishing to contact the HPC Basic Profile Web Service.

The configuration fillhassome additional configuration options. The default valuethete parameters
are shown below:

<appSettings>
<add key= omaxNumberOfActivitiesToReturn" value= 05120 />
<add key= omaxNumberOfNodesToRetu rn" value= 05120 />
<add key= oclusterName"  value= olocalhost 0 />

<add key= "fileStagerExe" value= "{CCP_HOME} bin \ HpcBasicProfileFileStager.exe" />
<add key= oftpsTrustedDNs" value= 00 />
</appSettings>

Theseparameters perform the following function

1 maxNumberOfActivitiesToReturn : The GetFactoryAttributesDocument operation will return
details d all the tasks that have run on the HPCS 2008 cluster. The HPC Basic Profile
spedfication defines aBasicFiltefelement thatspecifies if activities should be returned. The



total number of activities returned by this operatigcontrolled by this parametemhespecific
activities thatare actually returned by this operation can be further specified by the
WdvancedFilte®specification, currentha draft specification from th©GRHPC Profid Working
Group.

maxNumberOfodes oReturn : The GetFactoryAttributesDocument operation will return details
of all thecompute nodesithin the HPCS 2008 cluster. The HPC Basic Profiliicgtmn

defines aBasicFiltefelement thatspecifies ihode detailsshould be returned. The total

number ofnodesreturned by this operatiors controlled by this parameteihe
WdvancedFilte®specification defines ®ynamicNod&lement which provides further details
relating to the compute nod& configuration and running tasks

clusterName : This is the nametb& computerhosting the HPCS 2008 schedules. the head
node. The default deployment of thdPC Basic Profile Web Seniicéhe HPCS 200Back is on
the head node, so by default the va of theparameteris Yocalhos

fileStagerExe\When file staging tasks are specified in #&DL document submitted to the HPC
Basic Profile Web Service seuence of dependeniasks are generated within the job defining
the individualfiles that need to be staged, the execution of the application, thetaging oubf
any specified files, and then the deletionasfy specified files.

Application
Task

Staging Staging Deletion

In Task OutTask Tasks
Starté End Startq End

The file staging tasks are undertaken by aaaitablespecifiedby thisparameterin the
configuration file. Thiallows thecluster administrator to specifgn absolute path to an
alternative file stagingxecutablethat supports protocols not suppaetl bydefault within HPCS
2008.Sample code relating to the file staging executable is provided in the HPC Pack SDK.

ftpsTrustedDNSs : Thide staging executable providexithin HPCS 2008 uskp over SSL to
interact with remote services. The cluster administrator dafine which certificateprovideby
the remote ftp server are acceptable. The spaeparatedist of acceptableertificate@
distinguishechames should be provided in thpsarameter For example, to restrt the
acceptable certificates to those issuedbicrosoft.confand any\ddwCtomain specify:

<add key =0ftpsTrustedDNs" value= Omicrosoft.com edu o />

If no values are specified than any remote server will be acceptable.



Managing HPC 2008 Compute Clusters

Operating the HPC Basic Profile Web Service

Commissioning the HPC Basic Profile Web Service
The HPC Basic Profideb Servicecan be configured andctivatedby using the provided PowerShell
script{HPCS2008in\hpcbpws.psl The script can be uséd:

1 Set the externally addressabtetwork address of thelPCBP Wegervice

Specify the port number that thelPCBRVeb @rviceis listening on

Select the certificatéo be usedwith the https protocol

Start the HPCBP Web Service and configure it to re$tdw machine is rebooted
Provide an exception in thecalfirewall forexternal accesto the HPCBP WeleBice

=A =4 =4 =

To run the script opea PowerShell consol&tart> Program> Microsoft HPC Paek HP(PowerShell)
as AdministratorTo install the HPCBP Web Servising the current host name and on the default port
run the script HPCS2008in\hpcbpws.psis:

U hpcbpwspsl install

If you wish to install the HPCBP Web Service on a different pamen the web service will be
accessed through laost name that is not the local machi®aame, specify theJRL that you will be
using to expose the web service:

U hpcbpwspsl instalhttps://hpbbp.name.org:8443/HPCBasicProfile

In both cases you will be prompted to select thegtificatethat will be used tadentify the service using
the https protocol from the list of certificates thaurrently existin the certificate store. lthe required
certificate is notavailable or there are no certificates availatdee the documentation elsewhere in this
section to load a sel§igned or externallprovided cetificate into the local machir@ certificate store.

Decommissioning the HPC Basic Profile Web Service
The changes made to the head nodectimmissiorthe HPC Basic Rile Web Service can be removed
by using theHPCS2008din\hpcbpws.psXkcript in its uninstall mode. This script will:

1 Stopthe HPCBP Web Service ardd start the servicéf the machine is rebooted
1 Remove thdocalfirewall exceptiorproviding access tthe HPCBP Web Service
9 Offer to remove thepreviously installedhttps certificate binding

The scipt ((HPCS2008pin\hpcbpws.ps)needs to ke runin aPowerShell consolith Adminstrator
rightsby:

U hpcbpwspsluninstall



Starting the HPC Basic Profile Web Service
Having logged on to the head node as a user with Administrative privileges you can start the HPC Basic
Profile Web Service by:

From the command liex
U net start HPCBasicProfile

The service can be made to automatically start when the machine is started by:
U sc config HPCBasicProfile start= auto

From the Services tool (Start Administrative Tooldy { SNIPA OSa0 KAIKE AIKE (GKS W
Proflez2 S6 { SNIWAOSQ &aSNIBAOS® LF GKS aASNBAOS Aa y2i Odz
iKS SyiaNE YR a8t SO0AY3 W{iINIQ 2N o6& OtAOlAYy3d (K
To ensure that the service is started when fi¢ OKAy S Aa NBadl NISRXI KAIKEAIKI
t NEFAES 2506 { SNIBA OS Q-click/on ihekeStry eediiIKASO Skt NBsh@NNIIFAYSR ONJAY3
FYR FfGSNI GKS W{GIFINIldzLd ¢@LISQ (2 Wl dzi2w.l 6A0Q Ay (K

Stopping the HPC Basic Profile Web Service
Having logged on to the head node as a user with Administrative privileges you can stop the HPC Basic
Profile Web Service by:

From the command line:

U net stop HPCBasicProfile
The service can be made to newtart when the machine is started by:

U sc config HPCBasicProfile start= disabled
From the Services tool (Start Administrative Toolg { SNIBA OS &0 KAIKE AIKEG GKS W
t NEFAES 250 {SNBAOSQ &SNBA OS dorkeFtartédKoy right Slikig ddS A & N,
0KS SYGNE FyR aStSO0AYy3I W{G2LI062N wwSadl NIQ 2LJA2
left-hand portion of the window¢ 2 Sy &adz2NB (G KI &G GKS &aSNBAOS Aa ySOSNJ
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Monitoring HPC 2008 Compute Clusters

Monitoring the HPC Basic Profile Web Service

The HPC Basic Profile Web Service relies on the HPCS 2008 Job Scheduler to submit and manage the jobs
sent to the web service and the WCF (Windows Communication Framework) to pifoe@ssoming

and outgoingmessagse betweenthe clientsandthe web service. There are therefore three sources of



informationthat may need to be examined when understandaugivity within the HPC Basic Profile
Web Service:

1 Logging information from the incoming and outgoing message traffic goitigetWeb Service
9 Logging within the Web Servies it interacts with the HPCS 2008 Job Scheduler.
1 Logging with th¢HPCS 2008 Job Scheduler.

Logging within the Job Schddr is covered elsewhere in this guide. Logging from within the Web
Service and the WF framework will be covered in the following sections.

Datafrom the HPC Basic Profile Web Service and the WCF framavedblothrecorded in a text based

al F2NXIFG GKIG OFy 0SS 0NEP gt Rnsdrahiofa@oft.doiken W{ SNIBA OS
us/library/ms732023.aspxrthat is part of the.NET 3.@and later)redistributable package
(http://go.microsoft.com/?linkid=775593)7 Alternatively, any text file editorcould be used to view the

messages

Logging from the HPC Basic Profile Web Service

TheHPC Basic Profile Web Seniioplementation logs activityithin the serviceas it processes the
incoming message traffic and communEsawith the HPCS 2008 cluster. Logging takes place at three
levels:

9 Error: Faults generated by processing the message or contacting the job scheduler.
1 Information: Messages relating to activity in processing the web service operations.
i Trace: Recording éhentry and exit from the web service operations

Messages from the HPC Basic Profile Web Service are recorded in a logging file alongside other HPCS
2008 logs. The location of the log file and the curilegping level are determined by the values under

the registry key settings (HKEY_LOCAL_ MACSINH WARMIcrosoft HPQ for LogfileDir
(default:{HPCS200&)ata LogFiles) and TracelLevel (default: 1). The logging file location is generally set
on installaton while the trace level setting can be altered through the Admin Comgo$electing the

Job Scheduler Configuratidiem in the Options menu, navigating to tlgror Handling tab in the pep

up window andselecting therequiredError Log Levébefore clicking on QR he HPC Basic Profile Web
Service will place the logging data in a file called HPCBasicProfile.svclog in the specified directory.

The loggindevelcan be alteredy changing the vae of the TracelLevel registry k&his registry key is
used throughout the HPCS 2008 services [LIBIkngs in the TraceLevel settirge picked up on the
next web service invocation:

Level 0: No logging

Level 1: Logging of Error messages

Level 3: Loggg of Error & Information messages

Level 4: Logging of all Error, Information and Trace messages

=A =4 =4 =
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Logging from the WCF Hosting Environment
The logging relating to the web service message trafficdspendent of the logging controls used in
HPCS 2008. The WCF loggirspéified in tle followingXML elementn the web service configuration
file (default location {HPCS2008in\HPCBasicProfile.exe.config) and is commented out by default
<diagnost ics>

<messagel.ogging logEntireMessage="true" logMalformedMessages="false"

logMessagesAtServiceLevel="false" logMessagesAtTransportLevel="true" />
</diagnostics>

Uncommenting this block will enab#dl message traffito be loggednto the file specifiedlater in the
XMLfilep { SGGAyYy3 £t 27F wil kirfffhermedsagddoguigi Sa (2 WFIEasSQ

Any errors generated by the WCF framework will be recordete file specified by the XML elemeant
the configuration file
<sharedListeners>
<add name="logging"
type="System.Diagnostics.XmIWriterTraceListener"

initializeData="HPCBasicProfileWCF.svclog" />
</sharedListeners>

By default this will be placed in the {HPCS2Ugia}directory. The location of the output file cae
changed by altering the value of the intializeData attribute.

Using the HPC 2008 Job Scheduler

Accessing the Job Scheduler through a Web Service

Normally, before a web service client can establish a secure connection (using the https protocol) with a
web service it needs to know that it can trust the certificate being presented by the web service to the
client. Establishing the trust mechanism will vary between operating systems and even between
different hosting environments. These notes establish ttust relationship between using the Windows
Communication FoundatiofWWCF)pased client distributeih the SDKunning on a Windows Vista

operating system.

Further informaton on developing your own weserviceclients and sample codeill be providedin the
HPCPack SDK due in B&ta



